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Abstract: The rapid development of information technologies and digital
communications has significantly transformed modern criminal proceedings.
Digital evidence has become one of the most important elements in investigating
cybercrime, financial crimes, terrorism, and transnational organized crime. This
article examines the legal nature of digital evidence, analyzes international
standards regulating its collection and admissibility, and identifies major
challenges arising in criminal proceedings. Particular attention is devoted to
issues of authenticity, reliability, jurisdiction, privacy protection, and
international cooperation in obtaining electronic evidence. The article also
evaluates the legal framework of the Republic of Uzbekistan concerning digital
evidence and proposes recommendations aimed at harmonizing national
legislation with international legal standards.
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Annotatsiya: Axborot texnologiyalari va ragamli kommunikatsiyalarning
jadal rivojlanishi zamonaviy jinoyat protsessini tubdan o‘zgartirdi. Ragamli
dalillar kiberjinoyatlar, moliyaviy jinoyatlar, terrorizm hamda transmilliy
uyushgan jinoyatchilikni tergov gilishda eng muhim vositalardan biriga aylandi.
Mazkur maqolada ragamli dalillarning huqugqiy tabiati, ularni yig‘ish va sudda
go‘llashni tartibga soluvchi xalqaro standartlar hamda jinoyat protsessida yuzaga
kelayotgan asosiy muammolar tahlil qilinadi. Shuningdek, autentiklik,
ishonchlilik, yurisdiksiya, shaxsiy hayotni himoya qilish va elektron dalillarni
olishdagi xalgaro hamkorlik masalalariga alohida e’tibor garatilgan. Maqolada
O‘zbekiston Respublikasining ragamli dalillar sohasidagi qonunchiligi ham
o‘rganilib, milliy qonunchilikni xalqaro standartlarga uyg‘unlashtirish yuzasidan
takliflar ishlab chiqiladi.

Kalit so‘zlar: ragamli dalillar, jinoyat protsessi, kiberjinoyatchilik, elektron
dalillar, xalgaro huqug, Budapesht Kkonvensiyasi, jinoiy odil sudlov,
kiberxavfsizlik, dalillarning maqbulligi, elektron tergov.



mailto:unazokat05@gmail.com
https://orcid.org/0009-0003-7151-8595

R THEORETICAL ASPECTS IN THE FORMATION OF R
ﬁ% PEDAGOGICAL SCIENCES {%ﬁ

International scientific-online conference

AHHoTaumsa: CTpeMuUTe/NbHOE pa3BUTHE HHPOPMALUOHHBIX TEXHOJIOTUN U
IUPPOBBIX KOMMYHHUKALUK CYLIeCTBEHHO TPaHCPOPMUPOBAJIO COBPEMEHHOE
YyroJIOBHOE CyA0NpoU3BOACTBO. LludpoBblie A0Ka3aTe/NbCTBA CTalyd OJHUM H3
Ba)KHEHMILIUX 3JIEMEHTOB paccjefjoOBaHUs KHUOeprnpecTylnJieHWH, (pUHaHCOBBIX
NpeCcTyIJIeHUW, TeppopudMa U TPaHCHAIMOHAJBHOM OPraHU30BaHHOU
NpecTynHOCTU. B JaHHOU cTaThe HccaeAyeTcsl MpaBoBasi NpUupoja LUPPOBbIX
Jl0Ka3aTeJbCTB, aHAJIM3UPYIOTCA MeX/AYHApOAHble CTaHAAPThI, peryaupyroiue
UX cO0p M JIONYCTUMOCTb, a TAKXKE pacCMaTpPUBAIOTCS OCHOBHbIE MPOOJIEMBI,
BO3HHUKalOIIMe B YTOJIOBHOM Npoluecce. 0co60e BHUMaHMe y/esieTcsl BOIpocaM
NOJJIMHHOCTH, [JOCTOBEPHOCTH, HPUCAUKLMUHU, 3alUTbl YAaCTHOU KHU3HU U
MEXAYHAapOAHOrO  COTpPyAHUYECTBA NpPU  MOJYYEHUH  3JIEKTPOHHbIX
JloKa3aTesbCTB. KpoMe Toro, aHa/M3upyeTcs 3aKOHOATeJNbCTBO PecnybyuKu
Y36ekuctan B cdepe 1UIPOBBIX [JIOKA3aTEJbCTB U  MNpeaJararTcs
peKoMeHJalMi 10 TapMOHMU3allMU HAIMOHAJBbHOTO 3aKOHOJATeJbCTBA C
MeXAYHapOAHbIMHY CTaHAAPTaMMU.

KiwueBblie cjoBa: nudpoBble [0Ka3aTesJbCTBa, YTOJOBHBIM IPOLECC,
KHUOepHpeCcTyNHOCTb, 3JIEKTPOHHbIE [0KAa3aTeJbCTBA, MEXAYHApOAHOe MpPaBo,
BynanemTckas KOHBeHIMs, YroJIOBHOe IIpaBOCyAve, KuOepO6e30MacHOCTh,
JIONyCTUMOCTD /10Ka3aTeJbCTB, 3JIEKTPOHHOE paccje/j0BaHue.

The digital transformation of modern society has fundamentally changed the
methods by which crimes are committed, investigated, and prosecuted. Today,
smartphones, computers, cloud storage systems, social media platforms, and
electronic communications contain vast amounts of information that may serve
as evidence in criminal proceedings. Consequently, digital evidence has become
an essential component of modern criminal justice systems.! Unlike traditional
forms of evidence, digital evidence possesses unique characteristics. It is highly
fragile, easily alterable, transferable across borders within seconds, and often
stored in decentralized digital environments.2 These features create serious legal
and procedural challenges concerning admissibility, authenticity, and reliability
in criminal proceedings.

The growing number of cybercrimes, online fraud, digital terrorism, and
transnational criminal networks has intensified the importance of effective
regulation concerning electronic evidence. International organizations

1 Susan W. Brenner, Cybercrime and the Law (Northeastern University Press, 2012), p. 45.

2 Jonathan Clough, Principles of Cybercrime (Cambridge University Press, 2015), p. 144.
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increasingly emphasize the necessity of harmonizing legal standards for
collecting, preserving, and exchanging digital evidence among states.? This article
analyzes the legal nature of digital evidence, examines international legal
standards governing electronic evidence, identifies key challenges in criminal
proceedings, and evaluates the legal framework of Uzbekistan in this field.

Digital evidence may be defined as information of evidentiary value stored
or transmitted in digital form.# [t includes emails and electronic correspondence,
computer files and databases, social media communications, GPS and geolocation
data, surveillance recordings, blockchain transaction records, metadata and
cloud-stored information. Digital evidence differs significantly from physical
evidence because it is intangible and highly dependent on technological
infrastructure.> One of the most important characteristics of digital evidence is
volatility. Electronic information may easily be modified, deleted, encrypted, or
remotely destroyed. Therefore, timely preservation and forensic integrity are
essential in criminal investigations.

Budapest Convention on Cybercrime: The Convention on Cybercrime
adopted by the Council of Europe in 2001 remains the primary international legal
instrument regulating electronic evidence and cyber investigations.® The
Convention establishes procedural powers concerning: expedited preservation of
stored computer data, production orders, search and seizure of computer
systems, real-time traffic data collection, interception of electronic
communications. The Budapest Convention also provides mechanisms for
international cooperation and mutual legal assistance in obtaining digital
evidence.

The United Nations increasingly recognizes the importance of electronic
evidence in combating transnational cybercrime and terrorism. UN resolutions
emphasize balancing cybersecurity measures with protection of human rights,
privacy, and due process guarantees.’

One of the major legal problems concerns verification of authenticity. Courts
must ensure that digital evidence has not been manipulated or altered.® Hash
functions, chain-of-custody procedures, and forensic imaging are essential
mechanisms for preserving evidentiary integrity.

3 United Nations Office on Drugs and Crime (UNODC), Comprehensive Study on Cybercrime, 2013.
4 Eoghan Casey, Digital Evidence and Computer Crime (Academic Press, 2011), p. 7.

5 George L. Paul, Foundations of Digital Evidence (American Bar Association, 2008), p. 33.

6 Convention on Cybercrime (Budapest Convention), Council of Europe, 2001.

7 United Nations General Assembly Resolution No. 74/247, 2019.

8 Eoghan Casey, Digital Evider}?e and Computer Crime, p. 56. N
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Digital evidence frequently crosses national borders. Cloud servers storing
evidence may be located in foreign jurisdictions, creating conflicts concerning
sovereignty and applicable law.? Traditional territorial principles of criminal
procedure often prove ineffective in cyberspace. Obtaining electronic evidence
frequently involves access to personal communications and private information.
Excessive surveillance may violate privacy rights guaranteed under international
human rights law.10 Balancing criminal investigations with fundamental rights
remains one of the most difficult legal challenges.

Artificial intelligence technologies increasingly influence criminal
investigations. Al systems are capable of processing large volumes of digital
information, facial recognition analysis, predictive policing, and automated
evidence classification.! However, the use of Al raises serious concerns regarding
algorithmic bias, transparency, accountability, and admissibility of Al-generated
evidence.

Uzbekistan has undertaken reforms aimed at strengthening cybersecurity
and regulation of electronic evidence. National criminal procedure legislation
increasingly recognizes electronic information as admissible evidence in criminal
proceedings.1?2 Nevertheless, several issues remain unresolved: insufficient digital
forensic expertise, limited technical infrastructure, lack of specialized cyber
investigators, necessity for greater international cooperation. Further
modernization of legislation remains necessary to ensure compatibility with
international standards.

Recommendations

The following measures may significantly improve regulation of digital
evidence: harmonization of procedural legislation with international standards,
strengthening digital forensic institutions, developing specialized cybercrime
investigation units, improving international cooperation mechanisms, adopting
clear legal standards concerning Al-generated evidence, ensuring stronger
protection of privacy and due process rights.

Conclusion: Digital evidence has become a central element of modern
criminal proceedings. Its importance will continue to increase alongside
technological development and digital globalization. Nevertheless, electronic
evidence presents serious legal challenges concerning authenticity, admissibility,
jurisdiction, and human rights protection. International legal cooperation,

9 Marco Gercke, Understanding Cybercrime (ITU Publication, 2012), p. 78.
10 European Court of Human Rights, Big Brother Watch v. United Kingdom, 2021.
11 Richard Susskind, Online Courts and the Future of Justice (Oxford University Press, 2019), p. 210.

12 Criminal Procedure Code of the Republic of Uzbekistan, provisions concerning electronic evidence.
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harmonization of legislation, and modernization of procedural safeguards remain
essential for ensuring effective and lawful use of digital evidence in criminal
justice systems.
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