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Abstract. In this article network real time in the environment in mode

threats determination for cryptographic monitoring mechanisms combined RT-
CMA (Real-Time Cryptographic Monitoring Algorithm) model offer Algorithm
HMAC - SHA3 is used for statistical anomaly analysis and packages authentication
to do to the mechanisms is based on. Conducted RT-CMA model experiments to
traditional IDS systems relatively high accuracy, low wrong warnings level and
fast again work to the possibility has that shows.
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Introduction. Modern computer real time in networks in mode done
increaseable cyberattacks number increasing going because of packages only
encryption through protection enough Not. To the network enter coming every
one of the package reliability detection, traffic changes assessment and anomalies
early determination demand IDS ( Intrusion Detection System) systems many in
cases signature based on it works, this and new attack types in determining
restrictions brought releases.

That's why the RT-CMA model cryptographic branding and statistic
observation combined without real -time packages in mode assessment
opportunity creates.

Methodology (Methods). Each one to the package the following HMAC-
SHA3 code attached:

Tag = HMACsga3(SrcIP || DstIP || Timestamp || Payload)

This is a stamp. of the package legality in inspection is used.
Statistical monitoring
Traffic behavior based on the following formula is defined as:
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Threat probability calculation

-Pth’reat — aAk + /8(]- — Tafgfualid)

If P wreat > 0.6, package potential is defined as harmful.
Experiment settings

Parameter |Value

0S Ubuntu 22.04
CPU Intel i5-10400
Network 100Mbps LAN
Test packages||2500 pieces

Analysis tool |Python + Scapy + Wireshark

Results . Packages determination efficiency

. Normal traffic|| Attack Wrong

Algorithm . .
accuracy determination warnings
Snort IDS 91.4% 87.2% 12.8%
HMAC-SHA256 94.1% 89.5% 10.2%
RT-CMA ff
Coffer)l 95 304 96.7% 41%

(made)

Package again work speed

Test Snort HMAC-SHA256RT-CMA
1000 packages||31 ms|[26 ms 18 ms
2500 packages||73 ms|62 ms 41 ms

Analysis

RT-CMA algorithm:

« By 40% faster,

« 2.5 times less wrong warning gives,

« new attack types to determine flexible.

Discussion. Retrieved results based on HMAC-SHA3 package authentication
and statistic aside performances evaluation combine the network determination
in systems effective approach that it is RT-CMA 1x different from classic IDS
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systems. different accordingly clear to signatures connected It won't stay, it's in
traffic. realistic time changes analysis new threats also easy define takes.

This approach especially:

« 10T sensor in networks,

o corporate In LANS,

e security sensitive use in systems for convenient.

Conclusion: RT-CMA monitoring cryptography and traffic analysis
combined without network safety new stepmother The model provides high
accuracy and low resource expense him/her practical to systems current to grow
for enough comfortable to the solution converts. Obtained results this algorithm
real time in mode worker cybersecurity systems for promising that it is confirms.
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