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Abstract. The rapid expansion of digital technologies, social media 

platforms, and global communication networks has fundamentally transformed 

the structure of modern information environments. In these conditions, media 

competence has become one of the key competencies necessary for effective 

participation in social, educational, and professional life. This article analyzes the 

theoretical and methodological foundations of media competence formation in 

the modern world, identifies its major developmental directions, and examines 

the pedagogical, technological, psychological, and socio-cultural factors 

influencing this process. The study is based on a systematic and competency-

based approach and integrates scientific perspectives related to media literacy, 

digital culture, information security, and critical thinking. The findings 

demonstrate that media competence is a multidimensional construct involving 

analytical, communicative, technological, ethical, and reflexive abilities. The 

article also emphasizes the role of web technologies, interactive pedagogical 

methods, and digital educational environments in fostering media competence. 

The research concludes that media competence formation is a strategic priority 

for modern education systems and a necessary condition for developing critically 

thinking and socially responsible individuals in the digital age. 
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Introduction 

The contemporary world is characterized by intensive digital 

transformation processes affecting all spheres of human activity. The emergence 

of social media, artificial intelligence systems, multimedia platforms, and global 

communication networks has significantly increased the accessibility, speed, and 

diversity of information exchange. As a result, individuals are constantly exposed 

to enormous volumes of media content distributed through digital channels. 

Although technological advancement has expanded educational and 

communicative opportunities, it has simultaneously generated new challenges 

associated with misinformation, disinformation, propaganda, cyber threats, 

manipulative media practices, and information overload. In such conditions, the 
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ability to critically evaluate, interpret, and responsibly use media information 

becomes an essential social and educational necessity. 

Media competence has therefore emerged as one of the most important 

competencies of the twenty-first century. It enables individuals not only to 

consume information but also to analyze media messages critically, create digital 

content, participate in online communication ethically, and maintain information 

security in digital environments. In educational contexts, media competence 

contributes to the development of independent thinking, analytical reasoning, 

creativity, and responsible digital citizenship. 

The increasing integration of web technologies into educational systems 

has further strengthened the importance of media competence formation. 

Modern educational environments increasingly rely on digital platforms, online 

collaboration tools, multimedia resources, and virtual communication 

technologies. Consequently, teachers and students must possess advanced media-

related competencies to function effectively within contemporary educational 

ecosystems. 

This article aims to examine the major directions and factors influencing 

media competence formation in the modern world and to analyze its pedagogical 

significance in the context of digital transformation. 

Methods 

The study employed a systematic, competency-based, communicative, and 

constructivist methodological framework. A comprehensive theoretical analysis 

of scientific literature related to media literacy, media education, digital 

pedagogy, and web technologies was conducted. 

The following research methods were applied: 

• theoretical and comparative analysis;  

• systematization and generalization of scientific concepts;  

• pedagogical interpretation of digital educational practices;  

• analysis of media communication processes;  

• examination of educational technologies and web platforms.  

The systematic approach allowed media competence to be studied as an 

integrated pedagogical phenomenon consisting of interconnected cognitive, 

communicative, technological, and ethical components. 

Results 

The Conceptual Nature of Media Competence 
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The analysis demonstrated that media competence is a complex and 

multidimensional construct that combines knowledge, skills, attitudes, and 

behavioral practices associated with media and information environments. 

Media competence includes the ability to: 

• search and select information effectively;  

• critically analyze media content;  

• evaluate information reliability;  

• identify manipulative media influences;  

• create multimedia products;  

• communicate ethically in digital environments;  

• ensure personal information security.  

Unlike traditional media literacy, which mainly focuses on understanding 

and interpreting media messages, media competence incorporates practical, 

communicative, technological, and creative dimensions of media interaction. 

Main Directions of Media Competence Formation 

The research identified several major directions in the formation of media 

competence in modern educational and social environments 

Table 1 

Main Directions of Media Competence Formation 

Direction Description 
Educational 

Significance 

Critical thinking 

development 

Analysis and evaluation 

of media information 

Protection against 

misinformation 

Digital culture 

formation 

Ethical and responsible 

digital behavior 

Development of digital 

citizenship 

Information security 

education 

Protection of personal 

data and cybersecurity 

awareness 

Safe participation in 

digital environments 

Media content creation 

Development of 

multimedia production 

skills 

Enhancement of 

creativity 

Communicative 

interaction 

Online collaboration 

and digital 

communication 

Improvement of social 

interaction skills 

Critical Thinking as a Core Component 

One of the primary directions of media competence formation is the 

development of critical thinking skills. Modern digital environments contain large 
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quantities of unverified and manipulative information that may influence public 

opinion and individual behavior. 

Critical thinking enables individuals to: 

• distinguish facts from opinions;  

• verify information sources;  

• recognize manipulative strategies;  

• compare alternative viewpoints;  

• evaluate media credibility.  

The findings suggest that fact-checking activities and analytical media tasks 

significantly contribute to strengthening students’ critical thinking competencies. 

Digital Culture and Information Security 

Digital culture and information security were identified as essential 

components of media competence formation. The widespread use of digital 

technologies increases vulnerability to cyber threats, phishing attacks, identity 

theft, and online manipulation. 

Therefore, media competence development should include: 

• cybersecurity awareness;  

• digital hygiene practices;  

• ethical online communication;  

• protection of personal information;  

• responsible social media behavior.  

Educational programs integrating digital ethics and information security 

practices contribute to the formation of responsible digital citizens. 

 

The Role of Web Technologies 

The study confirmed that web technologies play a crucial role in the 

formation of media competence. Modern digital platforms create opportunities 

for interactive learning, collaborative communication, and multimedia 

engagement. 

Table 2 

Educational Potential of Web Technologies 

Technology Main Function 
Contribution to Media 

Competence 

Google 

Classroom 
Digital course management Supports independent learning 

Moodle 
Interactive educational 

environment 
Develops analytical skills 
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Technology Main Function 
Contribution to Media 

Competence 

Zoom Virtual communication 
Enhances communicative 

competence 

Canva Multimedia design 
Encourages creative media 

production 

Microsoft 

Teams 
Collaborative interaction Strengthens teamwork abilities 

Web technologies facilitate: 

• multimedia learning;  

• online collaboration;  

• interactive communication;  

• digital creativity;  

• virtual discussions;  

• project-based learning.  

These technologies transform students from passive consumers of 

information into active participants in digital media environments. 

Factors Influencing Media Competence Formation 

The research identified several interrelated factors affecting media 

competence development. 

Table 3 

Factors Influencing Media Competence Formation 

Factor Type Main Characteristics 
Impact 

Level 

Pedagogical factors 
Interactive methods and media education 

strategies 
High 

Technological 

factors 
Internet infrastructure and digital tools High 

Social factors 
Influence of social networks and media 

culture 
Medium 

Psychological 

factors 
Motivation and reflective thinking Medium 

Informational 

factors 
Intensity of information flows High 

Pedagogical Factors 
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Pedagogical conditions significantly influence media competence 

formation. Interactive educational approaches such as: 

project-based learning, case-study methods, collaborative learning, problem-

solving activities, increase students’ engagement and analytical thinking abilities.  

Technological Factors 

Technological development directly affects media competence formation. 

Access to digital devices, online platforms, multimedia applications, and artificial 

intelligence systems expands opportunities for media interaction and digital 

learning. 

Social Factors 

Social media environments shape communication habits, value systems, 

and patterns of information consumption. Consequently, social contexts strongly 

influence individuals’ media behavior and digital communication culture. 

Psychological Factors 

Motivation, self-reflection, curiosity, and cognitive flexibility contribute to 

the effectiveness of media competence formation. Students with higher levels of 

intrinsic motivation demonstrate stronger analytical and media-related skills. 

Discussion 

The findings indicate that media competence formation is not limited to 

technological literacy alone. It represents a comprehensive pedagogical process 

involving cognitive, ethical, communicative, analytical, and creative dimensions. 

The study demonstrates that modern educational systems must move 

beyond traditional information transmission models toward interactive and 

competency-oriented educational paradigms. Media competence development 

requires: 

• active student participation;  

• reflective learning;  

• critical media analysis;  

• collaborative communication;  

• practical engagement with digital tools.  

The integration of web technologies into educational environments 

significantly enhances opportunities for media competence development. Digital 

educational ecosystems support individualized learning trajectories, multimedia 

interaction, and collaborative knowledge construction. 

The research also highlights the growing importance of media education in 

protecting individuals from manipulation, misinformation, and digital risks. 
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Media competence therefore becomes not only an educational objective but also 

a social necessity for democratic participation and responsible citizenship. 

Conclusion.The study confirms that media competence formation is one of 

the strategic priorities of modern education in the context of digital 

transformation and global information exchange. 

Media competence is a multidimensional competency integrating: 

• critical thinking;  

• digital culture;  

• information security;  

• communicative interaction;  

• media creativity;  

• analytical reasoning.  

The research demonstrates that web technologies, interactive pedagogical 

methods, and digital educational environments significantly contribute to 

effective media competence formation. 

The findings also indicate that media competence development requires 

systematic integration of media education principles into educational curricula 

and pedagogical practices. Special attention should be given to fact-checking, 

digital ethics, cybersecurity awareness, and multimedia communication skills. 

Future research should focus on: 

• artificial intelligence in media education;  

• adaptive digital learning environments;  

• immersive virtual educational systems;  

• psychological aspects of media interaction;  

• digital resilience against manipulation and misinformation.  

Media competence formation ultimately represents an essential condition 

for preparing critically thinking, socially responsible, and technologically 

competent individuals capable of functioning effectively in contemporary digital 

society. 
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